Chapter 3 - Conduct Business Impact Analysis


Electronic Risk Assessment Procedure
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The Electronic Risk Assessment Process

The Risk Assessment process contains six basic steps and shown above:

1. Identify Assets

2. Identify Current Safeguards

3. Identify Threats to Assets

4. Calculate Risk Factor of Assets

5. Determine Acceptability of Risk

Asset Work Sheets will be used to compile and calculate a risk factor for each of the assets audited during the Risk Assessment.  The risk factor will be used to determine the level of risk or threat the asset poses to HHSS.  The IT Security Administrator will provide work sheets listing the assets to be audited.  The asset owner along with the assistance of the IT Security Administrator will complete the worksheets using the following instructions.  Upon successfully compiling and reviewing the Asset Work Sheets, the IT Security Administrator will prepare a Risk Assessment Summary Report.  The report will document the findings of the RA and will be used by the business area (asset owner) to plan and prioritize their IT security needs.

For assistance contact:

Allan Albers

Nebraska Health and Human Services System

IT Security Administrator

402-471-6437

allan.albers@hhss.state.ne.us
1.
Identify (information) Assets

Information assets are those resources that store, transport, create, use, or are information. These assets are those that add value to the enterprise or whose loss would reduce value to the enterprise.  In order to know what information needs to be protected and how to protect it, you must identify the information assets.

Focus of the Electronic Risk Assessment (ERA) centers on security safeguards protecting the HHSS IT infrastructure and hardware.  The table below lists the assets to be assessed in the electronic RA.  Since support and/or management of these assets are handled exclusively by IS&T, IS&T will be identified as the asset owner.  The IT Security Administrator will work with IS&T staff to complete the ERA worksheet.

Servers

Citrix

DB

File

DC

Web Servers

Desktops

Managed

Non-Managed

Network

WAN Router

Broadband Routers

Switches

Internet Appl

HHSS Firewall

Wi-Fi Access Points

Wireless Bandwidth Routers

Network Printers

Laser/Inkjet Printers

Photo Copier/Printer

Mobile Devices

Blackberry PDA

Bluetooth Keyboard

Laptop Computers

Quick Pad Workbooks

Memory Pens

Cellphone/PDA

Picture Cell Phone

2.
Identify Current Safeguards

HHSS employs an array of safeguards to protect critical IT infrastructure.  This section of the ERA displays a matrix of the current safeguards implemented and supported by IS&T.

For each asset listed on the worksheet place an X in the corresponding column for any safeguard currently employed to protect the asset.  There may be more than one safeguard identified per asset.

If there is a safeguard not listed on the worksheet, add a new column under Current Safeguards to identify the safeguard and mark the safeguard appropriately.

3.
Identify Threats to Assets

A threat assessment is a critical part of the risk analysis. The most important reason for identifying threats is to know from what do the assets need protection and what is the likelihood that a threat will occur.  Threats cannot be eliminated, but can be anticipated, and safeguards put in place to minimize their impact.

Threat Types

Threats can be deliberate or non-deliberate, internal or external. The following table is to be used to identify threats and new attacks that could potentially occur.  For each asset list threat/risk types that could affect the asset.

Threat/ Risk Types

Outside  - unauthorized intrusion 

Social Engineering

Impact to Agency Daily Business Activity

Insiders – authorized

Insiders – unauthorized

Former Employees

Script Kiddies

Cyber crime

Virus, worm

Trojan Horse

Time bombs, stealth bombs, logic bombs

Theft of information

Disclosure

Defacement/ destruction or loss of information

Change environment

Denial of Service attack

Human error

System failures

Natural Disasters

Physical Security 

Threat Likelihood

One of the main components in calculating asset risk factors is to determine the likelihood of a threat occurring to that asset. Estimating the chance that the threat will cause a loss is the main purpose. As specific threats are identified and assigned to each asset, a likelihood measure needs to be associated with the threat / asset pair.  For each Threat/Risk listed, enter an appropriate scale code on the work sheet. 

Scale
Threat Likelihood 

25
High likelihood

10
Moderate likelihood

1
Low likelihood

Threat Impact

Threat impacts describe the effect of a threat on an asset.  What are the immediate damages of the threat being realized?  Impacts can be very specific (For example: change accounting data, falsify money transfers, accessing confidential information).  For each asset use the following table and enter a Threat Impact scale for each Threat/Risk listed.

Scale
Threat Impact

25
High impact. The effect is catastrophic, the agency may face de-certification or significant fines or penalties. The project will fail.

20
Medium to high impact. Significant loss to business operations or customer confidence. The effect is disastrous, but the enterprise can survive, at a significant loss.

10
Medium impact. Business operations are unavailable for a certain amount of time, customer confidence is affected minimally.

5
Low to medium impact. Effect is minor, major business operations would not be affected.

1
Low impact. Impact is negligible.

4.
Calculating the Risk Factor of Asset

A risk factor is required to understand the potential impact on information assets and to justify the expenditures on security safeguards.

The risk factor can be considered the representation of the kinds of adverse actions that may happen to the asset, the degree of likelihood that these actions may occur, and the value of the asset.  The outcome of this process should indicate the degree of risk associated with the defined value of the assets.  This outcome is important because it is the basis for making safeguard selection, risk mitigation decisions, and resource prioritization.

Risk Factor Calculation


Using the values entered for each asset in the Threat Likelihood field, and Treat Impact above calculation enter the Risk Factor on the worksheet.

5.
Determine Acceptable Risk Level

Using the Risk Factor derived from the risk calculation each asset must be evaluated to determine if the risk level is valid, acceptable, are the safeguards adequate, and what action if any should be taken to address the risk level.

Sometimes a risk factor that was derived from a high loss and low likelihood results in the same risk factor as one that resulted from a low loss and high likelihood.  In these cases, it must be determined if the risk factor derived from the high loss is more critical than the risk factor derived from the high likelihood.  It is imperative that any action taken be appropriate to the risk level.  To determine if the risk level and safeguards are adequate it will be necessary to identify the current safeguards and evaluate if additional or new safeguards are necessary to lower the risk level.

There are two options for addressing the level of risk derived from the risk assessment.  

1. Accept the risk 

2. Propose or implement new or additional safeguards.

All assets do not have the same potential of loss and do not require the same expenditure of protection. It is important to implement proper safeguard(s) on an asset that justifies the cost and maintenance. Threats cannot be eliminated, but can be anticipated, and safeguards put in place to minimize their impact.

Assume the Residual Risk 

Using the Current Safeguard matrix and the results of the risk factors calculation to determine if the risk factor associated with the threat/ asset relationship is at an acceptable level.

It will be up to the asset owner and IT Security Administrator to determine the amount of residual risk that will be acceptable.  Risk acceptance decisions must be carefully considered.  There may be risks that are determined to be too high.  However, after reviewing the available safeguards, it maybe determined that the current solutions are too costly or cannot be easily implemented into the current environment.  Should this occur HHSS may be forced to either expending the resources to reduce the risk, or deciding through risk acceptance that the risk will have to be accepted because it is currently too costly to mitigate.

Assign Proposed Safeguards

If after evaluating risk factor against current safeguards it is determined the risk factor associated with the threat/ asset relationship is not at an acceptable level or eliminated additional safeguards must be evaluated.  It will be up to IS&T and IT Security Administrator to determine the amount of residual risk that will be acceptable.

Working with the appropriate IS&T division(s), additional safeguards must be proposed and listed on the worksheets.  New safeguards should be proposed based on knowledge of the threats, the loss impact and the likelihood of its occurrence.  Select those effective safeguards that will reduce the risk of an asset to an acceptable level.  Included with the proposed safeguard should be cost and additional resource needs to support the proposed safeguard.  This information will be used to review the acceptable risk using the proposed safeguard.

Proposed safeguards do not necessarily need to be technology or software driven.  Additional policies, procedures, audits, and staff training may be just as effective and appropriate safeguards.  The table below list type of safeguards that should be considered when proposing alternatives to reducing unacceptable risk levels.

Safeguard Types

Safeguard Types

Firewalls

VPNS

Incident Monitors

Install all Patches

Intrusion Detection systems

Policies/ Rules/ Procedures

Awareness/ training

Logs - daily monitoring

Physical access means

Encryption/ disguise information

Mechanisms - password generator, token based biometrics.

Software that will trace the source of attacks.

Block all .exe files coming in from the outside

Backup and recovery

Redundant storage of asset

New hardware

Reporting

Password protection

Security Tables

DB2 Authorization

RACF

Damage Protection (i.e., fire, wind, water, man made or natural disasters)

Recalculate the Risk Factor 

After identifying the proposed safeguard(s) to the asset, you must recalculate the risk factor for that asset.  Is the remaining risk acceptable? The greater the risk factor, the more important it is to implement better safeguards.

Risk acceptance is described as an activity that compares the current risk factor with acceptance criteria and results in a determination of whether the current risk factor is acceptable. While effective safeguards and cost considerations are important factors, there may be other factors to consider such as: organizational policy, legislation and regulation, safety and reliability requirements, performance requirements, and technical requirements.

Safeguard Costs

When considering the cost it is important that the cost of the safeguard be related to the risk factor to determine if the safeguard will be cost effective.

The cost of the safeguard is the amount needed to purchase or develop and implement each of its mechanisms.  To calculate risk/ cost relationships use the risk factor and the cost associated with each safeguard and create a ratio of the risk to the cost.  A ratio that is less than the cost of the mechanism is greater than the risk associated with the threat.  This is generally not an acceptable situation (and may be hard to justify) but should not be automatically dismissed.  Consider that the risk value is a function of both the loss measure and the likelihood measure.  One or both of these may represent something so critical about the asset that the costly mechanism is justified.

Prepare Risk Assessment Summary

Once all the information has been gathered on the work sheet and each asset safeguards have been reviewed by the asset owner and IT Security Administrator, the IT Security Administrator will compile a Confidential Summary Report of the Electronic Risk Assessment.  This report will be presented to the IS&T.  The summary will include:

· Executive summary - will review what assets were audited, how they were audited, and a brief description of the findings.

· Detailed Summary –will review in detail what assets were audited, how the audit was carried out, and results of the audit

· Recommendations – will include recommended safeguard changes, enhancements to current safeguards, or additional safeguards.

The Risk Assessment Summary report will be used by IS&T to prepare plans to address security issues identified in the ERA.  The documentation will be used to set priorities, resource allocations, immediate funding requests, and support long range IT planning efforts.
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Risk Factor = Threat Likelihood + Threat Impact








The goal of an electronic safeguard risk assessment is to do everything reasonable and appropriate to protect HHSS IT resources attached to or accessible to the HHSS Network at all HHSS owned, leased, or supported work sites.
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