Physical Safeguard Risk Assessment Procedure
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The Physical Safeguard Risk Assessment Process

The Physical Safeguard Risk Assessment (PSRA) process contains 7 steps as shown above:

1. Identify IT Asset Location

2. Determine Location Type

3. Determine Current Safeguard (by category)

4. Determine Current Risk Level

5. Evaluate Risk Level

The PSRA will be conducted by an evaluation team with members assigned from HHSS F&S Support Services, IS&T, and chaired by the IT Security Administrator. Physical security work sheets will be used to document current safeguard levels and determine the risk level for each HHSS location containing IT resources.  The completed work sheets will be used by the team to determine if current safeguards are adequate to address risk levels at each location.  

For assistance contact:

Allan Albers

Nebraska Health and Human Services System

IT Security Administrator

402-471-6437

allan.albers@hhss.state.ne.us
Introduction:

HHSS is dedicated to provide reasonable and appropriate physical safeguards to protect Information Technology (IT) resources at all HHSS locations.  Although efforts will be made to implement Best Physical Safeguards (as defined below), cost, site restrictions, and site ownership will affect the level of safeguards implemented.  This procedure is designed to identify risks to the security of IT resources and assist HHSS in taking appropriate action to meet an minimum but acceptable and manageable level of risks.  HHSS has defined a minimum standard for safeguarding IT resources (see HHSS Physical Safeguard Standard definition below).

The PSRA will measure the safeguards employed at each location against the defined Physical Safeguard standard for both building security and IT resource security.  The IT Security Administrator will provide work sheets listing the locations to be audited to team members.  Team members along with the assistance of the IT Security Administrator will complete the worksheets using the instructions in this document.  Upon successfully completing and reviewing the work sheets, the IT Security Administrator will prepare a Physical Safeguard Risk Assessment Summary Report.  The report will document the findings of the PSRA and will be used to develop remediation plans and prioritize IT security needs.

There are two categories of physical safeguards that will be assessed

1) building physical safeguards

2) IT resource physical safeguards.

F&S Support Services team members will be responsible for assessing physical safeguards for the building housing the location being audited.  IS&T team members will be responsible for assessing physical safeguards for the IT resources housed at the Physical safeguards for the location being audited.

Definitions

The following definitions will be used in this procedure to evaluate physical safeguards.

HHSS staff

Refer to HHSS employees, contractors, volunteers, and business partners

Secured building (must meet at least one of the following requirements)

Electronically monitored 24/7

Physically locked and accessed only by HHSS staff using electronic key card or other secure method.

Physically locked and monitored by 24 hour Guard.

Secured work area (must meet at least one of the following requirements)

Work area only accessible by authorized HHSS staff with electronic key card.

Work area accessible with escort by authorized HHSS staff.

Non-Public Area

Work area only accessible by authorized HHSS staff.

Public Area
Any area where the general public is free to come and go unescorted.

Secure cabinets
Locked steel cabinet specifically designed to house IT hardware (servers/network equipment).

Secured room
Locked room void of plumbing or hazardous material, dedicated to housing IT resources (servers/network equipment).

IT resources

For purposes of the PSRA, IT resources are limited to servers, network equipment, and workstations (desktop computers).  Not included are laptop computers, PDA’s, or other portable devices.

HHSS Standards

HHSS Physical Safeguard Standard (for securing IT Resources)

· All servers, and network equipment are located in a Secure Cabinet in a Secure Area or are located in a dedicated Secure Room.

· Workstations located only in Secured work areas, Non-public areas, or Public areas monitored at all times by HHSS staff (i.e. reception area).

Best Physical Safeguards

· All servers and network equipment are located in a secured building, in a secure cabinet, within a dedicated secure room.

· All workstations are in either a Non-Public or Secure Area under contestant monitoring by HHSS staff.

PSRA Procedures
1. Identify IT Resource Locations

Only physical locations containing IT resources will be included in the PSRA.

The IT Security Administrator will work with appropriate business areas within HHSS to identify locations that will be included in the PSRA.  Locations to be included in the PSRA will be entered on the PSRA work sheets and provided to team members performing the PSRA.

2.
Determine Location Type
HHSS F&S Support Services has the responsibility of managing HHSS physical locations.  The Support Services member of the evaluation team will have the responsibility to identify the location type and up-date the work sheet column ‘Location Type’ with:

O = Owned – this location type is totally owned, and managed by HHSS.

S = Shared – this location type is shared with one or more non-HHSS agency, program or business partner (i.e. One Stop Shop locations).

P = Partner – this location type is totally owned by an HHSS business partner.

This information will be critical when determining the appropriate risk level and development of any remediation plan that may be necessary.  For example HHSS shared space in a county courthouse, one-stop shop locations, or partner owned sites like Region IV and Access Medicaid limit HHSS options in implementing safeguards.

3.
Determine Current Safeguard (by category)
There are two categories of physical safeguards:

1. Building Security (includes physical safeguards of the buildings and work areas).

2. IT resource physical safeguards (includes servers, network equipment, workstations).

Building Security 

Support Services team member is responsible for completing the two columns listed under ‘Building Security’ on the PSRA worksheet.  Using the definition for “Secure building” and “Secure work area” update the columns with:

‘Y’ - if the location is housed in a Secured building

‘N’ - if it is not a Secured building

‘Y’ - if work areas (containing IT resources) within the building are or have areas which are secured (as defined above)

‘N’ - if no work areas within the building are secured (as defined above)

IT resource Security

Assigned IS&T team members are responsible for completing the columns for completing the two columns listed under ‘Servers’, ‘Network’ ‘Workstation’.  Using the definitions for “Secure cabinet”, “Secure room”, “Secure work area”, and “Public area” update the columns with:

‘Y’ - if the IT resource (servers, network equipment, workstations) is located in a secured environment (as per definitions)

‘N’ - if the IT resource is not in appropriate secure environment

‘X’ – if there is no IT resource installed a this location

4.
Determine Current Risk Level
Using the information compiled for each location, including the Location Type, Building Security, and IT resource safeguards in place, the IT Security Administrator working with team members will determine:

· If the location meets the defined HHSS Physical Safeguard Standard (as defined above)

· Establish a risk level of ‘High’, ‘Medium’, or ‘Low’ for the location.

5.
Evaluate Risk Level

The evaluation team must determine if the risk level for each location is acceptable and manageable.  Using information compiled for each location the team must take into consideration location type, and current safeguards.

There are two options for addressing the level of risk derived from the risk assessment.  

1. Accept the risk 

2. Propose or implement new or additional safeguards.

Not all locations have the same potential of loss and do not require the same expenditure of protection. It is important to place the proper safeguard(s) to justify the cost and maintenance. Threats cannot be eliminated, but can be anticipated and managed with appropriate safeguards put in place to minimize their impact.

Locations with medium to high-risk levels will need to be prioritized and appropriate action taken to address safeguard concerns.  Due to Location type, location size, and budget considerations, appropriate remediation plans may be needed to address risks within an acceptable time frame.

Develop Remediation Plan (if needed)

Locations that do not meet the safeguard standard and have medium to high-risk levels and pose a threat to HHSS security must have a remediation plan developed and entered in the ‘Proposed Remediation Plan Justification’ column.

The plan should include:

· Short term actions to manage the risk until stronger safeguards can be addressed.

· Long-term actions to bring the location up to safeguard standard and reduce risk to acceptable level.

· Set a priority within other high risk locations.

· Resource (budget) requirements.

Evaluate the proposed remediation plan to determine if the short term and long term actions will address safeguard standards and reduce risk to an appropriate level.

Accept Risk Residual

Locations that meet HHSS Physical Safeguard Standards with low risk levels pose little risk to HHSS.

Locations that do not meet minimum standards but have a low risk level will have the justifications for accepting the risk documented for future reference.  The justification will be recorded in the ‘Proposed Remediation Plan – Justification’ column.

Prepare PSRA Summary Report.

Once all the information has been gathered on the work sheet and each locations safeguards have been reviewed by the evaluation team, the IT Security Administrator will compile a Confidential Summary Report of the PSRA.  The summary will include:

· Executive summary - will review what locations were audited, how they were audited, and a brief description of the findings.

· Detailed Summary –will review in detail what locations pose the greatest risk and how the risk was determined.

· Recommendations – will include recommended safeguard changes, enhancements to current safeguards, or additional safeguards.

The Risk Assessment Summary report will be used by F&S Support Services and IS&T to prepare plans to address security issues identified in the PSRA.  The documentation will be used to set priorities, resource allocations, immediate funding requests, and support long range IT planning efforts.

The goal of a physical safeguard risk assessment is to do everything reasonable and appropriate to protect HHSS IT resources attached to or accessible to the HHSS Network at all HHSS owned, leased, or supported work sites.
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