Chapter 3 - Conduct Business Impact Analysis


Application Risk Assessment Procedure
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The Application Risk Assessment Process
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The Risk Assessment process contains six basic steps and shown above:

1. Identify Assets

2. Determine Lost Impact of Assets

3. Calculate Value of Assets

4. Identify Threats to Assets

5. Calculate Risk Factor of Assets

6. Determine Acceptability of Risk

Asset Work Sheets will be used to compile and calculate a risk factor for each of the assets audited during the Risk Assessment.  The risk factor will be used to determine the level of risk or threat the asset poses to HHSS.  The IT Security Administrator will provide work sheets listing the assets to be audited to the owners of each asset.  The asset owner along with the assistance of the IT Security Administrator will complete the worksheets using the following instructions.  Upon successfully compiling and reviewing the Asset Work Sheets, the IT Security Administrator will prepare a Risk Assessment Summary Report.  The report will document the findings of the RA and will be used by the business area (asset owner) to plan and prioritize their IT security needs.

For assistance contact:

Allan Albers

Nebraska Health and Human Services System

IT Security Administrator

402-471-6437

allan.albers@hhss.state.ne.us
1.
Identify (information) Assets

Information assets are those resources that store, transport, create, use, or are information. These assets are those that add value to the enterprise or whose loss would reduce value to the enterprise. In order to know what information needs to be protected and how to protect it, you must identify the information assets. 

The IT Security Administrator will work with business areas within HHSS to identify information assets that will be included in the RA.  Assets to be included in the RA will be entered on the work sheets and provided to the asset owner.

The following specifications will be used to identify the assets.

Assets Types

The following asset types will be used to define and group information assets.

· Platform

· Applications

· General Software

· Hardware

· Communications

Platform

To safeguard assets at the platform level, it may not be necessary to itemize all systems. For example, all applications might be safeguarded the same way at the platform level. By grouping assets at the platform level they are accounted for, but would be safeguarded collectively at the platform level.

Applications

Assets may be grouped, valued, or safeguarded by business application.  For example, if you want to safeguard the payroll application higher than general information applications, you would need to list business applications, their classification, and resulting safeguards. 

Applications include both the data and the programs that run the application.  All applications should be grouped here regardless if the software is purchased, rented, in-house developed or third party.

Typically applications are identified by business purpose like CHARTS, N-FOCUS, MMIS, or Avatar to name a few.

General Software

The general or global systems that run cross multiple applications or not affiliated with any application.  These core systems may want to be separated from applications and protected in a different fashion.  This would also include software that all employees use globally as a tool in their every day work place. 

This software includes operating systems, utilities, compilers, employee tools (MS Word), email.

Hardware

All equipment and computer hardware is grouped into this category. Hardware is grouped separately from software as it is not classified or safeguarded in the same way.

This hardware includes all processors (laptops, PCs, servers, mainframes, etc.), printers, UPS, tape drives, storage (DASD) drives, and all other equipment.

Communications

All communication points need to be safeguarded. This category also considers modems, communication lines, switches, routers, bridges, networks, and such.

Simply list the device and its quantity by model. For example:

40 IBM routers

20 IBM switches 

The key questions here are “What’s connected to what?” “Who are you connected to? (ex. telephone company)”

Asset Information 

Location (physical or logical) 

Assets may be organized by location - either physical or logical locations.  This information will be used as reference material.  Enter either city, building (room or floor), or division.  (Optional) 

Inventory Number 

When idividual assets are audited an inventory number may be captured for auditing or tracking purposes.  When grouping assets this field may be used to record the total number of assets (i.e. PC’s, Servers).  (Optional) 

# Users - usage and sharing

Using the table below enter the appropriate scale code on the work sheet for each asset listed.  This code will be used as part of the calculation in determining the overall risk factor for the asset.

Scale
# Users - usage and sharing Range

25
Example: 5000 – >

20
1000 – 4999

10
300 – 999

5
50 – 299

1
less than 50

Classification Scale 

The classification scale represents the sensitivity of the information and will be used in the risk factor calculation.  For futher reference informaiton on the classifications levels, see Classifying Information in this chapter below.

Scale
Classification Level

25
Highly Restricted

20
Confidential

10
Internal Use Only

1
Unclassifed/ Public

Classifying Information Assets

The owner of the asset should be the one that determines the sensitivity or classification.  Classification of the assets is critical since critical systems will have a greater impact on the enterprise than other assets.

Assigning classifications determines day-to-day practices with information: how it is handled, who handles it, how it is transported, stored, who has access, where it can go, and such. You can use classification labels if you wish to follow information in whatever form / media it is transported – printed, electronic, or on a display screen.

When assigning a Classification consider:

· Sensitivity of the data. This is the leading factor and should consider disclosure, damage, and loss of information and its impact on the business operations.

· Regulated/ legal and contractual obligations and penalties. What is the minimum level of classification required to which the law or contract applies? For example: Personally Identifiable Information (PII) or Individually Identifiable Health Information (IIHI) as regulated by GLB, HIPAA, or FERPA.

· Standards and guidelines. What has been defined by government, industry, locality, or the enterprise to be in compliance?

· Information lifecycle. What are the effects of the classification over time? In particular with disclosure, the importance can change over time. e.g. The closer to being made public the lower the classification.

· Confidentiality – describes the impact from disclosure and the protection of sensitive information.

· Integrity – reflects the severity of the damage that could be caused to the accuracy and completeness of the information and processing methods.

· Availability - urgency of the information and the systems that use it.

Security Classification Levels 

State policy guidelines recognize four basic levels of security classifications that are associated with varying degrees of known risks. Those that are the most critical can receive special contingency planning attention. 

Classification Levels 

· HIGHLY RESTRICTED is for the most sensitive information intended strictly for use within the enterprise and controlled by special rules to specific personnel. It is highly critical and demands the highest possible security.

· CONFIDENTIAL is for less sensitive information, but may include Personally Identifiable Information (PII) intended for use within the enterprise or by individuals, yet still requires a high level of security. It may be regulated for privacy considerations. (e.g. HIPAA) 

· INTERNAL USE ONLY (default category) is for non-sensitive information intended for use within the enterprise.  The security is controlled, but not highly protected. This default category is to be used in the absence of any classification. This is the most prevalent category. 

· UNCLASSIFIED/ PUBLIC is for information that requires minimal security and can be handled in the public domain. 

2.
Determine the Loss Impact of Assets

Loss Impact will help determine the critical nature of the asset being audited.  Loss Impact is a calculation taking into consideration the impact of replacing the asset, affect of the asset not being available, effect on the enterprise if critical information were to be released.  Using the tables and instructions below, a scale code will be calculated for each asset.

Loss Impact Calculation(s)


Cost $ to Replace Scale

The $ to replace is the cost of recreation or replacement of the asset.  It is the cost of purchasing, building, or having a service provide the replacement of the asset. It is both time and dollars.

If the cost of recreation is high, it must be given high rated safeguards, like redundant storage of asset, backup and recovery.  Enter the appropriate scale cide value on work sheet.

Scale
Cost to Replace Range

25
$1,000,000,000 and >

20
$100,000,000 - 1,000,000,000

15
$10,000,000 - 100,000,000

12
$1,000,000 - 10,000,000

10
$100,000 - 1,000,000

5
$10,000 - 100,000

4
$1,000 - 10,000

3
$100 - 1,000

2
$1 – 100

1
< $1

Unavailability Scale

The cost of unavailability involves both time and dollars. The inability to access information quickly has a cost and benefit.  Determine what the financial impact would be for a base period of time and use the corresponding scale to determine the appropriate scale for the asset.   Enter appropriate scale code value on work sheet.

Scale
Unavailability Range

25
$1,000,000,000 and >

20
$100,000,000 - 1,000,000,000

15
$10,000,000 – 100,000,000

12
$1,000,000 - 10,000,000

10
$100,000 - 1,000,000

5
$10,000 - 100,000

4
$1,000 - 10,000

3
$100 - 1,000

2
$1 – 100

1
< $1

Disclosure Scale

Disclosure of information may not have a direct financial impact on the enterprise, does have a political and trust impact.  Disclosure can be measures by its adverse effect on the enterprise.  Enter appropriate scale code on work sheet.

Scale
Disclosure Impact

25
State/Federal Monetary Sanctions – Civil Court Action

20
State/Federal Written Reprimand – Potential Loss of Certification

10
Disclosure to Public – Loss of Public Trust

5
Disclosure to HHSS Administration

2
Disclosure to another work area in your enterprise

1
Disclosure restricted to within the project or work area

3.
Calculating the Value of Assets

The value of an asset can be represented in terms of the potential loss and its effect on the business and its users. This value is used later in the asset risk factor calculation.  Using the codes captured for # of Users, Classification, and Loss Impact, the value will be determined and entered on the worksheet for each asset.

Value Calculation




4.
Threats and Risks to Assets

A threat assessment is a critical part of the risk analysis. The most important reason for identifying threats is to know from what do the assets need protection and what is the likelihood that a threat will occur.  Threats cannot be eliminated, but can be anticipated, and safeguards put in place to minimize their impact.

Threat Types

Threats can be deliberate or non-deliberate, internal or external. The following table is to be used to identify threats and new attacks that could potentially occur.  For each asset list threat/risk types that could affect the asset.

Threat/ Risk Types

Outside  - unauthorized intrusion 

Social Engineering

Impact to Agency Daily Business Activity

Insiders – authorized

Insiders – unauthorized

Former Employees

Script Kiddies

Cyber crime

Virus, worm

Trojan Horse

Time bombs, stealth bombs, logic bombs

Theft of information

Disclosure

Defacement/ destruction or loss of information

Change environment

Denial of Service attack

Human error

System failures

Natural Disasters

Physical Security 

Threat Likelihood

One of the main components in calculating asset risk factors is to determine the likelihood of a threat occurring to that asset. Estimating the chance that the threat will cause a loss is the main purpose. As specific threats are identified and assigned to each asset, a likelihood measure needs to be associated with the threat / asset pair.  For each Threat/Risk listed, enter an appropriate scale code on the work sheet. 

Scale
Threat Likelihood 

25
High likelihood

10
Moderate likelihood

1
Low likelihood

Threat Impact

Threat impacts describe the effect of a threat on an asset.  What are the immediate damages of the threat being realized?  Impacts can be very specific (For example: change accounting data, falsify money transfers, accessing confidential information).  For each asset use the following table and enter a Threat Impact scale for each Threat/Risk listed.

Scale
Threat Impact

25
High impact. The effect is catastrophic, the agency may face de-certification or significant fines or penalties. The project will fail.

20
Medium to high impact. Significant loss to business operations or customer confidence. The effect is disastrous, but the enterprise can survive, at a significant loss.

10
Medium impact. Business operations are unavailable for a certain amount of time, customer confidence is affected minimally.

5
Low to medium impact. Effect is minor, major business operations would not be affected.

1
Low impact. Impact is negligible.

5.
Calculating the Risk Factor of Asset

A risk factor is required to understand the potential impact on information assets and to justify the expenditures on security safeguards.

The risk factor can be considered the representation of the kinds of adverse actions that may happen to the asset, the degree of likelihood that these actions may occur, and the value of the asset.  The outcome of this process should indicate the degree of risk associated with the defined value of the assets.  This outcome is important because it is the basis for making safeguard selection, risk mitigation decisions, and resource prioritization.

Risk Factor Calculation


Using the values entered for each asset in the Value field, Threat Likelihood field, and Treat Impact above calculation enter the Risk Factor on the worksheet.

6.
Determine Acceptability of Risk

Using the Risk Factor derived from the risk calculation each asset must be evaluated to determine if the risk level is valid, acceptable, are the safeguards adequate, and what action if any should be taken to address the risk level.

Sometimes a risk factor that was derived from a high loss and low likelihood results in the same risk factor as one that resulted from a low loss and high likelihood.  In these cases, it must be determined if the risk factor derived from the high loss is more critical than the risk factor derived from the high likelihood.  It is imperative that any action taken be appropriate to the risk level.  To determine if the risk level and safeguards are adequate it will be necessary to identify the current safeguards and evaluate if additional or new safeguards are necessary to lower the risk level.

There are two options for addressing the level of risk derived from the risk assessment.  

1. Accept the risk 

2. Propose or implement new or additional safeguards.

All assets do not have the same potential of loss and do not require the same expenditure of protection. It is important to place the proper safeguard(s) on an asset that justifies the cost and maintenance. Threats cannot be eliminated, but can be anticipated, and safeguards put in place to minimize their impact.

Safeguards and Assets

For each asset enter current safeguards implemented to address the Threats identified must be listed on the work sheet.  The table below lists many of the known safeguards used by HHSS.  Feel free to list any others that may not be in this table.  Once all the appropriate safeguards have been listed, then each risk factor will be re-evaluated to determine if the asset is being adequately protected.  

Safeguard Types

Safeguard Types

Firewalls

VPNS

Incident Monitors

Install all Patches

Intrusion Detection systems

Policies/ Rules/ Procedures

Awareness/ training

Logs - daily monitoring

Physical access means

Encryption/ disguise information

Mechanisms - password generator, token based biometrics.

Software that will trace the source of attacks.

Block all .exe files coming in from the outside

Backup and recovery

Redundant storage of asset

New hardware

Reporting

Password protection

Security Tables

DB2 Authorization

RACF

Damage Protection (i.e., fire, wind, water, man made or natural disasters)

Assume the Residual Risk 

After all safeguards are determined and the results of the risk factors have been examined, the risk factor associated with the threat/ asset relationship should now be reduced to an acceptable level or eliminated.

It will be up to the asset owner and IT Security Administrator to determine the amount of residual risk that will be acceptable after the selected safeguards are implemented.  These initial risk acceptance decisions must be carefully considered.  There may be risks that are determined to be too high, however, after reviewing the available safeguards, it maybe realized that the currently offered solutions are very costly and cannot be easily implemented into the current environment.  This may force the Business Area into either expending the resources to reduce the risk, or deciding through risk acceptance that the risk will have to be accepted because it is currently too costly to mitigate.

Assigning Safeguards

If after all safeguards are determined and the results of the risk factors have been examined, the risk factor associated with the threat/ asset relationship is not at an acceptable level or eliminated additional safeguards must be evaluated.

It will be up to the asset owner and IT Security Administrator to determine the amount of residual risk that will be acceptable.  When the residual risk exceeds acceptable levels, modifications to current safeguards, or additional safeguards must be considered.

Working with the asset owner and appropriate IS&T divisions additional safeguards must be proposed and listed on the worksheets.  Safeguards should be assigned based on knowledge of the threats, the loss impact and the likelihood of its occurrence.  Select those effective safeguards that will reduce the risk of an asset to an acceptable level.

Taking into consideration the proposed safeguards a new risk factor must be calculated

Recalculate the Risk Factor 

After applying the proposed safeguard(s) to the asset, you must recalculate the risk factor for that asset.  Is the remaining risk acceptable? The greater the risk factor, the more important it is to implement better safeguards.

Risk acceptance is described as an activity that compares the current risk factor with acceptance criteria and results in a determination of whether the current risk factor is acceptable. While effective safeguards and cost considerations are important factors, there may be other factors to consider such as: organizational policy, legislation and regulation, safety and reliability requirements, performance requirements, and technical requirements.

Safeguard Costs

When considering the cost measure of the mechanism, it is important that the cost of the safeguard be related to the risk factor to determine if the safeguard will be cost effective. 

The cost of the safeguard is the amount needed to purchase or develop and implement each of its mechanisms.  To calculate risk/ cost relationships use the risk factor and the cost associated with each safeguard and create a ratio of the risk to the cost.  A ratio that is less than the cost of the mechanism is greater than the risk associated with the threat.  This is generally not an acceptable situation (and may be hard to justify) but should not be automatically dismissed.  Consider that the risk value is a function of both the loss measure and the likelihood measure.  One or both of these may represent something so critical about the asset that the costly mechanism is justified.

Prepare Risk Assessment Summary

Once all the information has been gathered on the work sheet and each asset safeguards have been reviewed by the asset owner and IT Security Administrator, the IT Security Administrator will compile a Confidential Summary Report of the Risk Assessment.  This report will be presented to the asset owner.  The summary will include:

· Executive summary - will review what assets were audited, how they were audited, and a brief description of the findings.

· Detailed Summary –will review in detail what assets were audited, how the audit was carried out, and results of the audit

· Recommendations – will include recommended safeguard changes, enhancements to current safeguards, or additional safeguards.

The Risk Assessment Summary report will be used by the asset owner and IS&T to prepare plans to address security issues identified in the RA.  The documentation will be used to set priorities, resource allocations, immediate funding requests, and support long range IT planning efforts.
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Loss Impact   = $ to Replace + Unavailability + Disclosure





Value	    =   + Users + Classification + Loss Impact








Risk Factor = Value + Threat Likelihood + Threat Impact








The goal of a physical safeguard risk assessment is to do everything reasonable and appropriate to protect HHSS IT resources attached to or accessible to the HHSS Network at all HHSS owned, leased, or supported work sites.
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