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CONSENT
[45 CFR § 164.506]

Background

The Privacy Rule establishes afedera requirement that most doctors, hospitals, or other
health care providers obtain a patient's written consent before using or disclosing the
patient's personal health information to carry out treatment, payment, or health care
operations (TPO). Today, many health care providers, for professiona or ethical reasons,
routinely obtain a patient's consent for disclosure of information to insurance companies
or for other purposes. The Privacy Rule builds on these practices by establishing a
uniform standard for certain health care providers to obtain their patients' consent for uses
and disclosures of health information about the patient to carry out TPO.

General Provisions

Patient consent is required before a covered health care provider that has a direct treatment
relationship with the patient may use or disclose protected health information (PHI) for purposes
of TPO. Exceptionsto this standard are shown in the next bullet.

Uses and disclosures for TPO may be permitted without prior consent in an emergency, when a
provider isrequired by law to treat the individual, or when there are substantial communication
barriers.

Health care providers that have indirect treatment relationships with patients (such as laboratories
that only interact with physicians and not patients), health plans, and health care clearinghouses
may use and disclose PHI for purposes of TPO without obtaining a patient's consent. Therule
permits such entities to obtain consent, if they choose.

If apatient refuses to consent to the use or disclosure of their PHI to carry out TPO, the health care
provider may refuse to treat the patient.

A patient's written consent need only be obtained by a provider onetime.



The consent document may be brief and may be written in general terms. It must be written in
plain language, inform the individual that information may be used and disclosed for TPO, state

the patient'srightsto review the provider's privacy notice, to request restrictions and to revoke
consent, and be dated and signed by the individual (or hisor her representative).

Individual Rights

Anindividual may revoke consent in writing, except to the extent that the covered entity has taken
action in reliance on the consent.

Anindividual may request restrictions on uses or disclosures of health information for TPO. The
covered entity need not agree to the restriction requested, but is bound by any restriction to which
it agrees.

Anindividual must be given anotice of the covered entity's privacy practices and may review that
notice prior to signing a consent.

Administrative | ssues

A covered entity must retain the signed consent for 6 years from the date it waslast in effect. The
Privacy Rule does not dictate the form in which these consents are to be retained by the covered
entity.

Certain integrated covered entities may obtain one joint consent for multiple entities.

If acovered entity obtains consent and also receives an authorization to disclose PHI for TPO, the
covered entity may disclose information only in accordance with the more restrictive document,
unless the covered entity resolves the conflict with the individual.

Transition provisions allow providersto rely on consents received prior to April 14, 2003 (the

compliance date of the Privacy Rule for most covered entities), for uses and disclosures of health
information obtained prior to that date.

Freguently Asked Questions

Q. Arehealth plansor clearinghousesrequired to obtain an individual's consent to
use or disclose PHI to carry out TPO?

A: No. Health plans and clearinghouses may use and disclose PHI for these purposes
without obtaining consent. These entities are permitted to obtain consent. If they choose
to seek individual consent for these uses and disclosures, the consent must meet the
standards, requirements, and implementation specifications for consents set forth under
therule.

Q: Can a pharmacist use PHI to fill a prescription that wastelephoned in by a
patient's physician if the patient isa new patient to the pharmacy and has not yet
provided written consent to the pharmacy?

A: The Privacy Rule, as written, does not permit this activity without prior patient
consent. It poses a problem for first-time users of a particular pharmacy or pharmacy
chain. The Department of Health and Human Services did not intend the rule to interfere
with a pharmacist's normal activities in this way. The Secretary is aware of this problem,



and will propose modifications to fix it to ensure ready patient access to high quality
health care.

Q: Can direct treatment providers, such as a specialist or hospital, to whom a
patient isreferred for thefirst time, use PHI to set up appointments or schedule
surgery or other procedures before obtaining the patient's written consent?

A: Asin the pharmacist example above, the Privacy Rule, as written, does not permit
uses of PHI prior to obtaining the patient's written consent for TPO. This unintended
problem potentially existsin any circumstance when a patient's first contact with a direct
treatment provider is not in person. As noted above, the Secretary is aware of this
problem and will propose modifications to fix it.

Q: Will the consent requirement restrict the ability of providersto consult with
other providers about a patient's condition?

A: No. A provider with adirect treatment relationship with a patient would have to have
initially obtained consent to use that patient's health information for treatment purposes.
Consulting with another health care provider about the patient's case falls within the
definition of "treatment” and, therefore, is permissible. If the provider being consulted
does not otherwise have a direct treatment relationship with the patient, that provider
does not need to obtain the patient's consent to engage in the consultation.

Q: Does a pharmacist haveto obtain a consent under the Privacy Rulein order to
provide advice about over-the-counter medicinesto customers?

A: No. A pharmacist may provide advice about over-the-counter medicines without
obtaining the customers' prior consent, provided that the pharmacist does not create or
keep arecord of any PHI. In this case, the only interaction or disclosure of information is
a conversation between the pharmacist and the customer. The pharmacist may disclose
PHI about the customer to the customer without obtaining his or her consent

(8 164.502(8)(1)(i)), but may not otherwise use or disclose that information.

Q: Can a patient have a friend or family member pick up a prescription for her?

A: Yes. A pharmacist may use professional judgment and experience with common
practice to make reasonable inferences of the patient's best interest in allowing a person,
other than the patient, to pick up a prescription (see 8 164.510(b)). For example, the fact
that arelative or friend arrives at a pharmacy and asks to pick up a specific prescription
for an individual effectively verifies that he or sheisinvolved in the individua's care, and
the rule allows the pharmacist to give the filled prescription to the relative or friend. The
individual does not need to provide the pharmacist with the names of such personsin
advance.

Q: Therule provides an exception to the prior consent requirement for " emergency
treatment situations.” How will a provider know when the situation isan

" emer gency treatment situation" and, therefore, isexempt from the Privacy Rule's
prior consent requirement?



A: Health care providers must exercise their professional judgment to determine whether
obtaining a consent would interfere with the timely delivery of necessary health care. If,
based on professional judgment, a provider reasonably believes at the time the patient
presents for treatment that a delay involved in obtaining the patient's consent to use or
disclose information would compromise the patient's care, the provider may use or
disclose PHI that was obtained during the emergency treatment, without prior consent, to
carry out TPO. The provider must attempt to obtain consent as soon as reasonably
practicable after the provision of treatment. If the provider is able to obtain the patient's
consent to use or disclose information before providing care, without compromising the
patient's care, we require the provider to do so.

Q: Doesthe exception to the consent requirement regarding substantial barriersto
communication with the individual affect requirementsunder Title VI of the Civil
Rights Act of 1964 or the Americanswith Disabilities Act?

A: No. The provision of the Privacy Rule regarding substantial barriersto
communication does not affect covered entities obligations under Title VI or the
Americans with Disabilities Act. Entities that are covered by these statutes must continue
to meet the requiremerts of the statutes. The Privacy Rule works in conjunction with
these laws to remove impediments to access to necessary health care for al individuals.

Q: What isthe difference between " consent” and " authorization" under the
Privacy Rule?

A: A consent is a general document that gives health care providers, which have a direct
treatment relationship with a patient, permission to use and disclose all PHI for TPO. It
gives permission only to that provider, not to any other person. Health care providers may
condition the provision of treatment on the individual providing this consent. One
consent may cover al uses and disclosures for TPO by that provider, indefinitely. A
consent need not specify the particular information to be used or disclosed, nor the
recipients of disclosed information.

Only doctors or other health care providers with a direct treatment relationship with a
patient are required to obtain consent. Generally, a "direct treatment provider” is one that
treats a patient directly, rather than based on the orders of another provider, and/or
provides health care services or test results directly to patients. Other health care
providers, health plans, and health care clearinghouses may use or disclose information
for TPO without consent, or may choose to obtain a consent.

An authorization is a more customized document that gives covered entities permission to
use specified PHI for specified purposes, which are generally other than TPO, or to
disclose PHI to athird party specified by the individual. Covered entities may not
condition treatment or coverage on the individual providing an authorization. An
authorization is more detailed and specific than a consent. It covers only the uses and
disclosures and only the PHI stipulated in the authorization; it has an expiration date; and,
in some cases, it aso states the purpose for which the information may be used or
disclosed.



An authorization is required for use and disclosure of PHI not otherwise allowed by the
rule. In general, this means an authorization is required for purposes that are not part of
TPO and not described in § 164.510 (uses and disclosures that require an opportunity for
the individual to agree or to object) or § 164.512 (uses and disclosures for which consent,
authorization, or an opportunity to agree or to object is not required). Situations in which
an authorization is required for TPO purposes are identified and discussed in the next
question.

All covered entities, not just direct treatment providers, must obtain an authorization to
use or disclose PHI for these purposes. For example, a covered entity would need an
authorization from individuals to sell a patient mailing list, to disclose information to an
employer for employment decisions, or to disclose information for digibility for life
insurance. A covered entity will never need to obtain both an individual's consent and
authorization for asingle use or disclosure. However, a provider may have to obtain
consent and authorization from the same patient for different uses or disclosures. For
example, an obstetrician may, under the consent obtained from the patient, send an
appointment reminder to the patient, but would need authorization from the patient to
send her name and address to a company marketing a diaper service.

[** July 6 Q& A, Concerning When An Authorization Would Be Required For Uses
and Disclosures For TPO, Removed on January 14, 2002* *]

Q: Will health care providers be required to determine whether another covered
entity has a more restrictive consent form before disclosing information to that
entity for TPO purposes?

A: No. Generally, a consent permits only the covered entity that obtains the consent to
use or disclose PHI for its own TPO purposes. Under the Privacy Rule, one covered
entity is not bound by a consent or any restrictions on that consent agreed to by another
covered entity, with one exception. A covered entity would be bound by the consent of
another covered entity if the entities use a"joint consent,” as permitted by the Privacy
Rule (8 164.506(f)).

In addition, it is possible for several entities to choose to be treated as a single covered
entity under the rule, as "affiliated entities." Because affiliated entities are considered to
be one covered entity under the rule, there would be only one consent and each entity
would be bound by that consent (8 164.504(d)).

Q: What istheinteraction between " consent” and " notice" ?

A: The consent and the notice of privacy practices are two distinct documents. A consent
document is brief (may be less than one page). It must refer to the notice and must inform
the individual that he has the opportunity to review the notice prior to signing the
consent. The Privacy Rule does not require that the individua read the notice or that the
covered entity explain each item in the notice before the individual provides consent. We
expect that some patients will simply sign the consent while others will read the notice
carefully and discuss some of the practices with the covered entity.

Q: May consent for use or disclosure of PHI be provided electronically?



A: Yes. The covered entity may choose to obtain and store consents in paper or electronic
form, provided that the consent meets all of the requirements under the Privacy Rule,
including that it be signed by the individual. Paper is not required.

Q: Must a covered entity verify a signature on a consent form if the individual is not
present when he signsit?

A: No.

Q: May consent be obtained by a health care provider only onetimeif thereisa
single connected cour se of treatment involving multiple visits?

A: Yes. A hedth care provider needs to obtain consent from a patient for use or
disclosure of PHI only one time. Thisis true regardliess of whether there is a connected
course of treatment or treatment for unrelated conditions. A provider will need to obtain a
new consent from a patient only if the patient has revoked the consent between
treatments.

Q: If an individual consentsto the use or disclosure of PHI for TPO purposes,
obtains a health care service, and then revokes consent beforethe provider billsfor
such service, isthe provider precluded from billing for such service?

A: No. A health care provider that provides a health care service to an individual after
obtaining consent from the individual, may bill for such service even if the individuad
immediately revokes consent after the service has been provided. The Privacy Rule
requires that an individual be permitted to revoke consent, but provides that the
revocation is not effective to the extent that the health care provider has acted in reliance
on the consent. Where the provider has obtained a consent and provided a health care
service pursuant to that consent with the expectation that he or she could bill for the
service, the health care provider has acted in reliance on the consent. The revocation
would not interfere with the billing or reimbursement for that care.

Q: If covered providersthat are affiliated or part of an organized health care
arrangement are located in different states with different laws regarding usesand
disclosures of health information (e.g., a chain of pharmacies), do they need to
obtain a consent in each statethat the patient obtains treatment?

A: No. The consent is general and only needs to be obtained by a covered entity (or by
affiliated entities or entities that are part of an organized health care arrangement) one
time. The Privacy Rule does not require that the consent include any details about state
law, and therefore, does not require different consent formsin each state. State law may
impose additional requirements for consent forms on covered entities.

Q: Must arevocation of a consent bein writing?
A: Yes.

Q: ThePrivacy Rule permitsa covered entity to continueto use or disclose health
information which it has on the compliance date pursuant to expresslegal



permission obtained from an individual prior to the compliance date. Isa form,
signed by a patient prior to the compliance date of therule, that permitsa provider
to use or disclose information for the limited purpose of payment sufficient to meet
these transition provision requirements?

A: Yes. A provider that obtains permission from a patient prior to the compliance date to
use or disclose information for payment purposes may use the PHI about that patient
collected pursuant to that permission for purposes of TPO. Under the transition
provisions, if prior to the compliance date, a provider obtained a consent for the use or
disclosure of health information for any one of the TPO purposes, the provider may use
the hedlth information collected pursuant to that consent for al three purposes after the
compliance date (8 164.532(b)). Thus, a provider that obtained consent for use or
disclosure for billing purposes would be able to draw on the data obtained prior to the
compliance date and covered by the consent form for al TPO activities to the extent not
expressly excluded by the terms of the consent.

Q: Arehealth plans and health car e clearinghouses required by the Privacy Ruleto
have some form of expresslegal permission to use and disclose health infor mation
obtained prior to the compliance date for TPO pur poses?

A: No. Health plans and health care clearinghouses are not required to have express legal
permission from individuals to use or disclose health information obtained prior to the
compliance date for their own TPO purposes.



