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COMPUTER USE AND ELECTRONIC INFORMATION SECURITY POLICY 

 
INTRODUCTION 
 
University of Nebraska Medical Center (UNMC) has a robust information technology 
environment.  It is the responsibility of the workforce to utilize information technology 
resources in an appropriate manner. Individuals with access to information systems 
are expected to safeguard resources and maintain appropriate levels of 
confidentiality.   
 
BASIS FOR POLICY 
 
The University of Nebraska has issued Executive Memorandum No. 16, "Policy: 
Responsible Use of Information Resources, Technology and Networks," which sets 
forth the University’s administrative policy and provides guidance relating to the 
responsible use of the University’s electronic information systems. It is the intent of 
this policy to confirm campus adherence to Executive Memorandum 16.  
 
Information technology resources are owned by UNMC and are intended for use in 
completing UNMC’s mission. Their use is governed by Executive Memorandum No. 
16, all applicable UNMC policies, including sexual harassment, patent and copyright, 
patient and student confidentiality, and student and employee disciplinary policies, 
as well as by applicable federal, state and local laws.  
 
 
POLICY 
 
A.  Acceptance and Adherence to Policy 
 
Using UNMC’s information systems by anyone shall constitute agreement to abide 
by and be bound by the following: 

1. Provisions of this policy 
2. Privacy, Confidentiality and Security of Information (Policy 6045) 
3. Information Technology Security Procedures 
4. Policy for Responsible Use of University Computer and Information Systems 

(University of Nebraska Executive Memorandum No. 16). 
 
B.  Access 
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Physical and electronic access to proprietary information and computing resources 
is controlled.  The level of control will depend on user need and the level of risk and 
exposure to loss or compromise.  Access will be assigned based upon the 
information needed to perform assigned duties.  (See UNMC ITS Security 
Procedure:   Role based policy)  Electronic access is controlled through user id and 
password.   
 
Shared accounts are discouraged.  Shared accounts should be used only to access 
the network and shared resources.  Shared resources would include printers, 
shared file store which does not contain confidential information, Internet access, 
etc.  Personal accounts will always be utilized to access confidential information. 
 
Users are responsible and accountable for access under their personal accounts. 
No one should use the ID or password of another, nor should anyone provide his or 
her ID or password to another, except in the cases necessary to facilitate computer 
maintenance and repairs.   Your password should only be given to ITS personnel 
upon presentation of identification.  If your password is shared with ITS personnel, 
where technically feasible the password should be flagged, necessitating that it be 
changed the next time the user logs on.   
 
A strong password is the “first defense” against an information security attack upon 
the UNMC network.  It is imperative that all users select a strong password. (See 
UNMC ITS Security Procedure:  Passwords). 
 
Access to electronic mail, voice mail, administrative, student and patient care 
information systems will be obtained through the appropriate authorization process. 
(See ITS Security Procedure: Obtaining Access)  Unauthorized access to 
information systems is prohibited. Users must not attempt to gain access to 
information or systems for which they are not granted access.   
 
Remote access to systems which contain confident information will be accomplished 
through a strong authentication method with the appropriate approval processes. 
(See UNMC ITS Security Procedure: Remote Access).  Individuals requiring remote 
access to UNMC’s e-mail system will purchase an internet service provider and 
utilize the web-based e-mail product.  
 
Information Technology Services (ITS) and/or system administrators will inactivate or 
delete IDs/password, as appropriate, of individuals who no longer have a 
relationship with UNMC.   This process will take place through the appropriate 
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authorization process (See UNMC ITS Security Procedure: Computer Access 
Control). 
 
C. Appropriate Use 
UNMC’s information technology resources are to be used predominately for 
completing UNMC work related business.  Misuse of University information systems 
is prohibited.  Misuse includes the following (See Executive Memorandum 16): 

a. Attempting to modify or remove computer equipment, software, or peripherals 
without proper authorization. 

b. Accessing without proper authorization computers, software, information or 
networks which the University belongs, regardless of whether the resource 
accessed is owned by the University or the abuse takes place from a non-
University site. 

c. Taking actions, without authorization, which interfere with the access of other 
to information systems. 

d. Circumventing logon or other security measures.  
e. Using information systems for any illegal or unauthorized purpose. 
f. Personal use of information systems or electronic communications for non-

University consulting, business or employment, except as expressly authorized 
pursuant to Section 3.4.5 of the Bylaws of the Board of Regents. 

g. Sending any fraudulent electronic communication. 
h. Violating any software license or copyright, including copying or redistributing 

copyrighted software, without the written authorization of the software owner. 
i. Using electronic communications to violate the property rights of authors and 

copyright owners.  (Be especially aware of potential copyright infringement 
through the use of e-mail.) 

j. Using electronic communications to harass or threaten users in such a way as 
to create an atmosphere which unreasonably interferes with the education or 
the employment experience.  Similarly, electronic communications shall not be 
used to harass or threaten other information recipients, in addition to 
University users. 

k. Using electronic communications to disclose proprietary information without 
the explicit permission of the owner. 

l. Reading other user’s information or files without permission. 
m. Academic dishonesty. 
n. Forging, fraudulently altering or falsifying, or otherwise misusing University or 

non-University records (including computerized records, permits, identification 
cards, or other documents or property). 

o. Using electronic communications to hoard, damage, interfere with academic 
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resources available electronically. 

p. Using electronic communications to steal another individual’s works, or 
otherwise misrepresent one’s own work. 

q. Using electronic communications to fabricate research data. 
r. Launching a computer worm, computer virus or other rogue program. 
s. Downloading or posting illegal, proprietary or damaging material to a 

University computer. 
t. Transporting illegal, proprietary or damaging material across a University 

network. 
u. Personal use of any University information system to access, download, print, 

store, forward, transmit or distribute obscene material. 
v. Violating any state or federal law or regulations in connection with use of any 

information system. 
 
Persons using UNMC's information technology facilities and services bear the 
primary responsibility for the material they choose to access, send or display. It is a 
violation to access and view materials which would create the existence of a sexually 
hostile working, patient care, or educational environment.  
 
It is the workforce‘s responsibility to notify ITS when an information security incident 
appears to have happened.  (See UNMC ITS Security Procedure:  Information 
Security Incident Reporting and Response).  A security incident includes, but is not 
limited to the following events, regardless of platform or computer environment: 

1. Evidence of tampering with data; 
2. System is overloaded to the point that no activity can be performed 

(Denial of service attack on the network); 
3. Web site defacement; 
4. Unauthorized access or repeated attempts at unauthorized access (from 

either internal or external sources); 
5. Social engineering incidents; 
6. Virus attacks which adversely affect servers or multiple workstations; 
7. Email which includes obscene material, threats or material that could be 

considered  harassment 
8. Discovery of unauthorized or missing hardware in your area 
9. Other incidents that could undermine confidence and trust in the UNMC’s 

information technology systems. 
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ITS or other personnel must take immediate action to mitigate any threats that have 
the potential to pose a serious risk to campus information system resources.  If the 
threat is deemed serious enough, the system(s) or individual posing the threat will 
be blocked from network access.  Communication with department leadership 
regarding such action will take place as soon as possible. The block will be removed 
as soon as the threat has been repaired. (See UNMC ITS Security Procedure:  
Information Security Reporting and Response) 
 
D.  Copyright 
UNMC maintains strict compliance with the Digital Millennium Copyright Act of 1998 
and applicable amendments.  Violating any software license or copyright is in 
violation of university policy.   

Computer Use Policy - Responsible Use of Information Resources, 
Technology, and Networks 

The Digital Millennium Copyright Act of 1998 - (PDF format) 

U.S. Copyright Office - General Guidelines About Copyright Law 

 
E.  Privacy 
 
Users should be aware that privacy cannot be guaranteed. UNMC ITS staff do not 
regularly audit e-mail, voice mail or other information systems for content except 
under the direction of UNMC internal investigations. However, users should be 
aware that UNMC information technology technical personnel have authority to 
access individual user files, data and voice mail in the process of performing repair, 
maintenance of information systems or supporting UNMC internal or external 
investigations (See Fraud Policy and Executive Memorandum 16). In the event 
violations to this policy are discovered as a result of the maintenance activity, ITS 
will bring the issue to the attention of the appropriate dean, director or department 
head and the Executive Director of Human Resources.  
 
UNMC Information Technology Services will not release IDs/passwords for voice 
mail or information systems to anyone other than the user without explicit review by 
and permission from the Executive Director of Human Resources or Vice President 
General Counsel. 
 
F.  E-mail and Voice Mail 
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All policies stated herein are also applicable to all communication systems including 
e-mail and voice mail. Persons using UNMC’s e-mail or voice mail resources are 
expected to demonstrate good taste and sensitivity to others in their 
communications.  
 
Email attachments represent a significant risk to the organization.  Many computer 
viruses are distributed through email attachments.  Users should be careful about 
opening attachments.    
 
Random audits of systems containing Protected Health Information will be performed 
in order to ensure that the policies and procedures are being followed. 
 
G.  Computer Crime 

Computer crime in any form will not be tolerated. This policy applies to all UNMC 
employees and will be enforced without regard to past performance, position held or 
length of service. All persons found to have committed computer crime relevant to 
UNMC assets shall be subject to disciplinary action up to and including termination 
and investigation by external law enforcement agencies when warranted.   

H.  Security Administration 

UNMC ITS is responsible for implementing and monitoring a consistent data security 
program.  System administrators are responsible for operation and maintenance of 
information processing services.  The system administrator and information 
custodians are responsible for implementing the security policy and standards within 
their applications.   

I.Training 

All members of the workforce will be trained in information security awareness.  
Periodic reminders regarding information security awareness and current threats will 
be communicated to the workforce. 

 
J.  Web Pages 
 
UNMC web pages should consistently meet the highest standards of writing, content 
accuracy, image and presentation, keeping in mind that these documents create an 
image of UNMC to the world. UNMC shall reserve the right to monitor web pages 
and to remove any material that is unlawful or in violation of UNMC policies. 
Originators will be notified in the event that their page is removed.  
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UNMC procedures and guidelines for web page development should be observed. 
The web handbook is also a useful tool (link to handbook). These guidelines are not 
intended nor do they supercede in anyway the well-recognized rights of academic 
freedom. 
 
UNMC web pages are required to show:  

• Date of the last revision 
• Hot e-mail link to person responsible for the page 
• UNMC logo (per Executive Memorandum 16) 
• Link back to appropriate UNMC site (Internet or Intranet) 
• Link to University of Nebraska Appropriate Use/Copyright Violations  

 
K. Faxing 
Members of the workforce will have a need to transmit confidential information by 
facsimile rather than by a slower method, such as mail.  It is easy to misdirect faxes 
to unauthorized recipients, faxes could be intercepted or lost in transmission.  Thus, 
the potential for breach of confidentiality exists every time someone utilizes faxing.  
Therefore, all faxing must be done in accordance with the faxing policy (Faxing). 
 
DEFINITIONS: 
 
Information is data presented in readily comprehensible form.  (Whether a specific 
message is informative or not depends in part on the subjective perceptions of the 
person who receives it)  Information may be stored or transmitted via electronic 
media on paper or other tangible media, or be known by individuals or groups. 
Information generated in the course of University operations is a valuable asset of 
the University and property of the University.  
 
Information technology resources (system) include but are not limited to voice, 
video, data and network facilities and services. 
 
Information custodians are people responsible for specifying the security properties 
associated with the information systems their organization possesses. This includes 
the categories of information that users are allowed to read and update.  The 
information custodian is also responsible for classifying data and participating in 
ensuring the technical and procedural mechanisms implemented are sufficient to 
secure the data based upon a risk analysis that considers the probability of 
compromise and its potential business impact.  
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System administrators are the people responsible for configuring, administering, and 
maintaining hardware and operating systems. 
 
Privacy is defined as the right of individuals to keep information about themselves 
from being disclosed. 
 
Computer Crime examples would include:  

1. Unauthorized use of a computer, which might involve stealing a username 
and password, or might involve accessing the victim’s computer via the 
Internet through a backdoor operated by a Trojan Horse program. 

2. Creating or releasing a malicious computer program (e.g., computer virus, 
worm, Trojan horse). 

3. Harassment and stalking in cyberspace. 
4. Using computers to commit crimes that could be committed without a 

computer such as counterfeiting, stealing, committing larceny or fraud. 
(Source:  Computer Crime by Ronald B. Standler, Copyright 1999, 2002, 
www.rbs2.com) 
 

Confidential information includes proprietary information and protected health 
information (PHI). 
 
Proprietary information refers to information regarding business practices, including 
but not limited to, financial statements, contracts, business plans, research data, 
employee records, and student records.  (See Policy 6045 for more detailed 
information.) 
 
Protected Health Information (PHI) is individually identifiable health information.  
Health information means any information, whether oral or recorded in any medium, 
that: 

(a) is created or received by UNMC; and 
(b) relates to the past, present, or future physical or mental health or condition 
of an individual; the provision of health care to an individual; or the past, 
present, or future payment for the provision of health care to an individual. 

   (c) Designated record set is the medical and billing record. 
Records containing PHI, in any form, are the property of UNMC.  The PHI 
contained in the record is the property of the individual who is the subject of the 
record. 
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Information security is defined as the ability to control access and protect 
information from accidental or intentional disclosure to unauthorized persons and 
from alteration, destruction or loss. 
 
Workforce refers to faculty, staff, volunteers, trainees, students, independent 
contractors and other persons whose conduct, in the performance of work for 
UNMC, is under the direct control of UNMC, whether or not they are paid by UNMC. 
 
Shared accounts (i.e., generic or general accounts) allow multiple users to logon to 
the information technology resources using the same ID and password. 
 
Personal accounts allow an individual user to logon to specific applications or 
systems using personal or unique ID and password. 
 
Strong authentication method is a layer of security which requires a token or 
biometric authentication.  This represents two factor authentication involving 
something you know (i.e. user id) and something you have (i.e.,  SecurID card). 


